
DATA SECURITY CLASSIFICATION 

 

Data Security Classification provides a formal means of identifying information risks and 
classifying information according to its sensitivity for the purpose of applying appropriate 
security measures.  

Data collected, used and maintained by the University varies in sensitivity and format. 
Appropriate security measures must be in place to ensure compliance with business, legal and 
regulatory requirements. Sensitive data may include personal information and personal health 
information or confidential business or administration information related to and under the 
custody and control of, the University and University community (including employees, faculty, 
students, researchers, contractors, associates, etc.).  

Under The Freedom of Information and Protection of Privacy Act (FIPPA) and The Personal 
Health Information Act (PHIA), the University of Manitoba has certain obligations to ensure 
appropriate collection, maintenance, use and disposal of University records. These 
requirements must be applied equally to paper and electronic information systems and devices. 

All data, regardless of format, must be classified under this standard. All records, regardless of 
whether or not they constitute an official University record, contain data and must be classified 
under this standard. This includes analogue (paper) and digital records. Digital records include, 
but are not limited to memos, reports, written documents, audio and video recording, 
photographs, X-rays. 

Information systems, such as databases software platforms, Software-as-a-Service (SaaS or 
“cloud” services) and email that contain data should be classified at a system level in 
accordance with the highest classification level applicable to the data.  

This document is intended for: 

 Enterprise system owners and stakeholders with responsibility for leading and 
implementing information technology and management process, procedures, and 
initiatives.  

 Individuals with responsibility for maintaining and managing the custody and control of 
University records. 

 Individuals that use or access University systems containing personal information, 
personal health information or confidential business information, including University 
networks, databases, email systems, authorized SaaS products and tools, smartphones, 
etc. 
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DATA CLASSIFICATION RANKINGS 
Definition Protective Security 

Measures 
Examples 

RESTRICTED 
Information that is 
highly sensitive both 
externally and 
internally at the 
University.  
Unauthorized access 
could reasonably be 
expected to cause 
serious harm to 
individuals, businesses, 
other third parties or 
the University. 

Extensive security 
measures, including:  
Electronic media: 
Encryption, security access 
controls, possible offline 
storage, potential physical 
controls, such as 
maintaining equipment in 
secured areas. 
Paper media:   
Secure storage via locking a 
cabinet and/or room that is 
accessible only to those 
with proper clearance.   

Examples may include:  
 Records containing sensitive 

personal health information 
 Drafts of strategic plans, annual 

reports, and financial statements 
 Legal files 
 Payroll information and data 
 Some security response plans 
 Network system information 
 Proprietary source code 
 Patent applications, trademarks and 

trade secrets 
 Research data and intellectual 

property 
 

PROTECTED 

Information that is 
sensitive externally and 
may be somewhat 
sensitive internally at 
the University.  
 
The inappropriate 
release of the 
information would 
reasonably be 
expected to cause 
minimal to moderate 
harm to individuals, 
businesses, other third 
parties or the 
University.  

Moderate or baseline 
security measures, 
including employee 
identification, desktop 
tools, access controls 
(systems, applications, 
files/folders), site 
containers, network 
security monitoring, 
encryption, system audit 
functionality, physical 
storage in a secure cabinet 
or room, etc.  

Examples may include:  
 Vendor or service provider contracts 
 Employment contracts 
 Employee records 
 Donor or prospect information 
 Applications for employment, 

resumes, reference letters 
 Student applications 
 Student records 
 Planning documents 
 Building floor plans including details 

about lab materials or secured 
facilities 

 Aggregated or de-identified datasets 
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INTERNAL 
Information that is 
relevant to an internal 
audience. This 
information would not 
cause harm to the 
University if it was 
made public, but it is 
not content that needs 
to be actively shared 
with an external 
audience. This type of 
information would 
commonly be held in 
an intranet. 
 

Limited security measures, 
including (in some cases) 
use/edit controls, ensuring 
the physical availability of 
official paper media. 

Examples may include: 
 Internal Newsletters and 

communications 
 Internal Mailing lists (all staff, or 

subsets of staff) 
 Human Resources blank forms 
 Staff pension and benefits 

information 
 Financial Services blank forms 
 Training and support materials for 

Financial Systems 

PUBLIC 
Information that is 
regularly shared or 
made available to the 
public.  

Limited security measures, 
including (in some cases) 
use/edit controls, ensuring 
the physical availability of 
official paper media. 

Examples may include:  
 University website  
 Brochures, campus maps 
 Calendar and course information 
 Published marketing information 
 Governing documents 
 Published annual reports 

 

 
For Further Information 

• Contact the Access and Privacy Office, 233 Elizabeth Dafoe Library, 204.474.9462, 
fippa@umanitoba.ca.    

• Contact the IST Service Desk servicedesk@umanitoba.ca or (204.474.8600) or Shared 
Services (204.474.8400).

 
Produced by the Access and Privacy Office,  

Updated August 2020 
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Data Sharing and Storage Guidelines – Quick Reference 
The guidelines help members of the University of Manitoba community to share and store university data using the appropriate tools. Please refer to the Data Security Classification for detailed 
definitions of Restricted, Protected, Internal and Public document types at the following link: U of Manitoba Data Security Classification 

Storage Locations 

& 
Sharing Options 

University 
Supported 
Systems 

University-provided 
Departmental File 
Storage - On premise 

University-provided  
Shared File Storage 
 - Cloud 

University-provided 
Individual File 
Storage 

University-provided 
Email 

University-provided 
Instant Messaging 

Removable 
Storage 

Personal 
Devices 

Cloud Services 
not supported by 
the university 

e.g. Banner, 
EPIC, VIP, 
UMLearn 

S: Drive SharePoint 
Teams 

H: Drive 
OneDrive 

@umanitoba.ca, 
@myumanitoba.ca 

Teams Chat, Jabber USB, CD, DVD, 
External hard 
drive 

phones, 
laptops, 
computers 

e.g. Dropbox, 
Google Drive, 
Slack, Gmail 

Restricted 1 1 1 2 3 6 4 5 7 

Protected 
    3 3 4 5 7 

Internal 
      4  7 

Public 
        7 

For further information regarding Data Classification or Data Storage guidelines, please consult the Access and Privacy Office site for resources.  

Microsoft 365 training and resource materials for Teams, OneDrive and SharePoint are available from Microsoft 365 Training and on the Microsoft 365 project site. 

Acceptable Usage.  Use with Caution. Consult with IST for assistance if required.  Not Recommended.  
Please follow all University Policies and 
Procedures  
Always apply access permissions and manage 
file sharing appropriately. 

1. Restrict access permissions and manage sharing links appropriately.  
2. Shared drive, SharePoint, Teams and other University managed systems are preferred 

for collaboration and document sharing for teams and departments. 
3. Minimize unnecessary copies of protected data by sharing links instead of data files. 
4. Encrypt removable storage devices such as external hard drives and USB. Removable 

storage devices are suitable for short-term or temporary storage. Restricted, 
protected and internal data should only be stored on encrypted removable storage. 

5. Caution is recommended when using personal devices to access and use university 
data. When using a personal device, the data should be retained and managed from a 
university-supported service such as email, SharePoint, OneDrive or Teams. 

6. S: Drive (shared drives), SharePoint, email and 
Teams are preferred options for storing and 
sharing restricted and protected data. 

7. Do not use cloud services that are not reviewed, 
authorized, provided and supported by the 
university to store or share university data as they 
lack the contracts or service agreements that 
safeguard ownership and control of university 
data. 
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http://umanitoba.ca/admin/vp_admin/ofp/fippa/media/Data_Security_Classification.pdf
https://umanitoba.ca/admin/vp_admin/ofp/fippa/
http://umanitoba.ca/getting-started-o365/build-your-skills-microsoft-teams
http://umanitoba.ca/getting-started-o365/build-your-skills-microsoft-teams
https://support.microsoft.com/en-ca/training
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